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Abstract—Federated Learning (FL) is susceptible to privacy
attacks, such as data reconstruction attacks, in which a semi-
honest server or a malicious client infers information about
other clients’ datasets from their model updates or gradients. To
enhance the privacy of FL, recent studies combined Multi-Key
Homomorphic Encryption (MKHE) and FL, making it possible
to aggregate the encrypted model updates using different keys
without decryption. Despite the privacy guarantees of MKHE,
existing approaches are not well-suited for real-world deployment
due to their high computation and communication overhead. We
propose MASER, an efficient MKHE-based privacy-preserving
FL framework that leverages consensus-based model pruning and
slicing techniques to reduce this overhead. Our experiments show
that MASER strikes a good balance between privacy, accuracy,
and efficiency.

Index Terms—Multi-key Homomorphic Encryption, Privacy-
preserving Federated Learning, Consensus-based Pruning

I. INTRODUCTION

Cross-silo Federated Learning (FL) has emerged as a viable
approach enabling multiple institutions, referred to as clients,
to collaboratively train a model without sharing their private
data [1]. In FL, a central server aggregates model parameter
updates made independently by clients to produce a global
model, which is then sent to clients for further training with
their local data. Although FL protects privacy by avoiding
data sharing with the central server, it has been shown that
the model updates or gradients can still leak private informa-
tion [2], [3]. To mitigate such risks in FL, various privacy-
preserving techniques have been proposed.

Differential Privacy protects privacy by introducing noise
into the model updates, causing degradation of the model
performance particularly in complex learning tasks [4]. Secure
Multi-Party Computation offers strong privacy guarantees by
providing a zero-knowledge framework for aggregating model
updates, but this comes at the expense of significant overhead
and complex protocols [5]. Homomorphic Encryption (HE),
on the other hand, provides strong privacy guarantees without
introducing noise or requiring complex, multi-party protocols.
HE enables computations directly on encrypted data without
decryption. In FL, this allows the central server to aggregate
encrypted client updates, protecting the confidentiality of
individual client models [6]–[8]. This makes HE well-suited
for cross-silo FL scenarios, where institutions require highly
accurate models but may not fully trust the central server

to refrain from intrusive inferences, such as attempting to
recover training data.

Several HE-based FL approaches have been proposed, most
of which are single-key HE (SKHE)-based, where all clients
share the same public and secret key pair [6]–[9]. This poses
a risk, as a malicious client can decrypt other clients’ updates
using the shared key and perform intrusive inferences on their
data. To tackle this issue, recent works have adopted Multi-Key
HE (MKHE)-based schemes, where each client uses its own
key pair [10]–[12]. This provides stronger privacy protection
in that even if one client is malicious, other clients’ privacy
will not be compromised.

HE-based FL methods, however, impose significant over-
heads due to computationally expensive cryptographic oper-
ations and increased data size for transmission [7], [9]. To
reduce overheads, optimization methods have been proposed,
such as packing [7], batching [8], and masking [6], [9].
Despite these efforts, the packing and batching methods still
incur high overheads for large models [7], [9]. The masking
techniques may expose unencrypted data, making it vulnerable
to reconstruction attacks [6], [9].

To address these challenges, we propose MASER, an ef-
ficient MKHE-based privacy-preserving FL framework that
guarantees strong privacy, reduces the overheads of HE, and
maintains model performance.The key idea is to effectively
and adaptively sparsify the model prior to encryption, lowering
computation and communication overhead of MKHE-based
FL without compromising model performance.

MASER employs magnitude-based weight pruning [13] to
identify a sparse subnetwork consisting of critical weights
from models trained by each client, and introduces a consensus
method to ensure agreement among clients on how to sparsify
their models before encryption. Specifically, clients compute
magnitudes and rank the weights after each local training
round. Then, each client selects the top-ranked weights based
on a threshold, i.e., the most important parameters, and
generates a mask to indicate their choices. The local masks
generated by clients are not necessarily the same, as the
important parameters are chosen based on their local dataset.
To decide what parameters should be retained and encrypted,
the local masks are sent to the server that produces a global
mask using a majority voting. This approach offers robustness
against malicious clients generating poisoned ranks [14]. Upon
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receiving the global mask, each client applies it to sparsify the
model. To further minimize overhead, we incorporate slicing
by dividing the sparsified model parameters into smaller
chunks tailored to the MKHE’s key size. The sliced parameters
are encrypted and transmitted to the server for aggregation.
Contribution: Our contribution is threefold:

• We present a practical privacy-preserving cross-silo FL
framework utilizing MKHE to effectively counter privacy
attacks from an honest-but-curious (HBC) server and
malicious clients.

• We propose a novel consensus-based sparsification
method, called MASER, that adaptively identifies and
updates the important parameters for encryption in each
MKHE-based FL round. MASER ensures that sparsi-
fication has negligible impacts on model performance.
To our knowledge, this is the first work on privacy-
preserving FL that achieves significant efficiency gains
while maintaining performance and strong privacy.

• We evaluate MASER across multiple datasets and model
architectures to show its performance, privacy capability,
and robustness. We show that MASER achieves perfor-
mance comparable to the best baselines with significantly
reduced overhead.

Paper Outline: Section 2 presents the key concepts underlying
our approach. Section 3 and Section 4 describe our threat
model and approach, MASER, respectively. We discuss ex-
perimental results in Section 5 and related work in Section 6.
Section 7 concludes the paper.

II. BACKGROUND

A. Cross-Silo Federated Learning
Cross-silo FL offloads model training from a central server

to clients [1]. The clients train local models using their data,
share them with a central server for aggregation into a global
model, which is sent to clients for the next training round.

Consider a neural network model ŷ = f(x; ω), where x is
the input data, ω represents the model parameters, and ŷ is
the predicted label for the input x. Let t be the index for the
current training round, ε be the learning rate, and gt be the
gradient of loss with respect to the parameters. The model
parameters are updated iteratively as follows:

ωt+1 = ωt → ε · gt, (1)

The training starts with the aggregation server initializing a
model ω0 and distributing it to all or a subset of participating
clients. Each client i updates the received model by training
it on its local dataset Di. Thus, the local update of client i at
global training round t is governed by:

gti = ↑ωiL(ωti ;Di). (2)
After the local training, each client sends its local model
parameters ωti to the server. The server then aggregates ωti ,
for example using the Federated Averaging (FedAvg) [15]:

ωt+1 =
N∑

i=1

ϑiω
t
i , (3)

where ϑi =
|Di|
|D| is the weight assigned to client i based on

the size of its local dataset and N is the total number of
clients participating in the model training in that round. The
aggregated model ωt+1 will be distributed to the participating
clients for the next round of training until convergence.

B. Multi-key Homomorphic Encryption

Homomorphic encryption allows computation on encrypted
data (usually simple arithmetic operations) without decryption,
such that the decrypted data is consistent with the computation
on the plaintext data. In the context of FL, the encrypted
data are model parameters and the computation performed
on encrypted data is model aggregation. MKHE lets clients
encrypt their model updates with different keys. The server
can still aggregate them without accessing the decryption keys,
thus enhancing privacy.

Definition 1 (RLWE [16]). Let Rq be a polynomial ring and ϖ
be the error distribution over Rq with q being a prime integer.
Given a secret polynomial s(x) chosen from the dual fractional
ideal of Rq , we generate a sample (ai(x), s(x)·ai(x)+ei(x))
by choosing ai(x) from Rq uniformly at random and sampling
ei(x) from ϖ. The problem of Ring Learning with Errors
(RLWE) concerns distinguishing arbitrarily many independent
pairs of the form(

ai(x), bi(x)
)
=

(
ai(x), s(x)·ai(x) + ei(x)

)
↓ R2

q

from uniformly random and independent pairs.

Let R = Z[x]/(xn + 1) be the cyclotomic ring with a
power-of-two dimension n, where Z[x] is a polynomial ring
with integer coefficients, and Rq = R/↔q↗. For this ring
and the appropriate choice of error distribution, the RLWE
problem is hard [16]. Following [6], [11], we use CKKS,
and in particular, its multi-key variant, MKCKKS [17], as
our homomorphic encryption algorithm. MKCKKS enables
clients to independently encrypt their updates, thereby en-
hancing privacy by keeping each client’s data confidential.
Its compatibility with real-number arithmetic is ideal for
FL, where numerical precision is critical for model updates.
xMKCKKS [11] is an extension of MKCKKS that uses a
common public key for encryption, which is the sum of the
public keys of all clients. By using public key aggregation,
xMKCKKS minimizes privacy risks in the decryption phase,
ensuring that decryption accuracy and privacy are maintained
even with multiple client keys. We thus adopt xMKCKKS’s
public key aggregation method in MASER.

Let us denote the security parameter by ϱ, the secret key
distribution by X , and the space of local models by M. The
functions of MKHE are defined below:
• Setup(1ε): Given the security parameter ϱ, this function

defines the public parameters (pp)=(n, q,X , ϖ, a). These
public parameters are the same for all the clients.

• KeyGen(pp): Each client i invokes this to generate their
public and secret keys. Specifically, the secret key is sampled
from X and the error vector is sampled from ϖd. Here, d
denotes the dimension of the error vector, aligning it with
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the structure of the polynomial ring Rd
q from which a was

sampled uniformly at random in Setup. The public key pki
is then calculated using the corresponding secret key ski, the
error vector ei, and the random vector a (pki = →ski ·a+ei
mod q in Rd

q ). Clients will share their pki with the key
manager for aggregation. To aggregate public keys, we use
the scheme in xMKCKKS [11]:

pk =
N∑

i=1

pki =
N∑

i=1

(→ski) · a+
N∑

i=1

ei (mod q). (4)

The aggregated public key, pk, prevents an HBC server from
directly decrypting the ciphertext sent by each client. It is
distributed to all clients for homomorphic encryption.

• Enc(ωi; pk): Let the model parameters of client i be ωi ↓
R. For encryption, we use the aggregated public key pk
along with random vectors a and b, where a = a[0] and
b = b[0]. Here, a[0] and b[0] indicate that we take their first
elements to simplify and optimize the encryption process.
Errors e0 and e1 are sampled from the error distribution
ϖ. This function returns the encrypted weight parameters
ωi = (d0, d1) ↓ R2

q . The values d0 and d1 are used to
sample the weight parameters in the ring R2

q , where d0 =
pk ·b+ωi+e0 (mod q) and d1 = pk ·a+e1 mod q. Here,
d0 is generated using the actual update ωi of client i, while
d1 is generated with only the error component. A level-l
multi-key encryption of a client’s model parameters ωi with
respect to the secret keys ski = (1, sk1, sk2, sk3, ..., ski) is
a vector in the ciphertext space ωi = (d0, d1, d2, d3, ..., di) ↓
R(k+1)

ql satisfying ↔ωi, ski↗ ↘ ωi (mod q)l. In the case of a
homomorphic operation, e.g., the addition of two ciphertext
vectors ωi and ωj , this operation returns an encrypted ωk
such that ↔ωk, ski↗ql is approximately equal to ωi + ωj .

• PartialDec(ωi, ski): In partial decryption, each client i
will have the secret key ski ↓ R. Given a polynomial di
and a secret key ski, they will sample an error ei ≃ ϖ for
noise flooding and return pi = d1 · ski + ei mod q.

• Merge(ct0, {pi}1→i→k): This function outputs p = ct0 +∑k
i=1 pi mod q, where ct denotes the encrypted ciphertext.

For a multi-key ciphertext at global round t + 1, ωt+1 =
(ct0, ct1, . . . , ctk), MKHE merges by calculating:

p = ct0 +
k∑

i=1

pi = ct0 +
k∑

i=1

ei ↘ ↔ωt+1, ski↗ (mod q).

Here, ct0 is the initial encrypted model update, and pi is a
partial decryption contributed by client i. The merge process
approximates the inner product of the model update ωt+1

with the secret key ski. Then, scaling factors are removed
to retrieve the plaintext model update ωt+1.

C. Neural Network Pruning

Model pruning techniques can be classified into two cate-
gories according to the timing of pruning. The first category
assigns a score to each parameter after training and re-
moves those with the lowest scores. Among various methods,
Magnitude-based Pruning (MP) is commonly used [18]. MP
removes weights with the smallest magnitudes, which has

no significant impact on performance. Specifically, given a
pruning threshold ς, MP generates a mask M as follows:

M(j,k) =

{
1, if |W(j,k)| ⇐ ς,

0, otherwise,
(5)

where W(j,k) is the k-th element of the model weight vector
at the j-th layer. The mask is applied to the model weights
through element-wise multiplication. Note that MP does not
prune biases in the model parameters and is shown to achieve
a good balance between sparsity and accuracy [19].

The second category prunes at initialization. They heuris-
tically identify and remove unimportant connections in a
randomly initialized neural network without training [20]–
[22]. Although the pruning cost are reduced by eliminating
model training, the pruned network may not achieve good
accuracy achieved by the MP [23]. Since model training occurs
in multiple rounds in FL, we are not restricted to single-shot
foresight pruning. We thus employ MP in each FL round to
find a better sparse subnetwork.
Consensus-Based Model Pruning in FL. Each FL client
is responsible for pruning its own model by generating a
mask, which cannot be delegated to the server for privacy. The
masks generated by different clients may differ significantly,
especially in the presence of data heterogeneity. Aggregating
models sparsified by different masks would hamper the con-
vergence of FL. Consensus-based model pruning addresses
this by reaching a consensus on the mask to be applied
to all clients, aligning their model updates for meaningful
aggregation [18], [24]. MASER employs majority voting for
consensus, requiring only one extra communication round and
no data replication. Note that for pruning at initialization,
clients need to reach a consensus on the mask only once
before FL training, whereas for pruning after training, a new
consensus needs to be reached in every training round.

D. Motivation

MKHE and consensus-based pruning have been explored
separately in FL, but to our knowledge, no prior work has
leveraged consensus-based pruning to enhance the efficiency
of MKHE-based FL. Existing consensus-based pruning might
be readily applied to SKHE-based FL, where model alignment
is straightforward due to the shared key. However, different
keys in MKHE complicate model alignment and aggregation.
While this can be addressed by fully encrypting the masked
model without pruning, it leads to a significant overhead [9].
Thus, a new method is needed to balance privacy, performance,
and efficiency.

III. THREAT MODEL

We consider the aggregation server as an HBC adversary,
following the literature [25], [26]. This passive adversary
performs model aggregation faithfully and adheres to the
protocol, but is curious to infer private information from model
updates in FL.

We assume that clients may be malicious; however, the
number of malicious clients is not enough to compromise
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our consensus method1. Malicious clients are not obligated
to follow the protocol and may engage in adversarial actions,
such as submitting bogus masks to the server. This model
considers the highest level of threat from clients, requiring
robust mechanisms to mitigate the impact of these adversarial
actions to ensure the integrity of the system and data pri-
vacy. Note that MASER is designed for cross-silo FL, where
clients (i.e., organizations) may seek to infer competitors’
data, increasing the need for privacy-preserving methods.
MASER addresses this by providing security measures that
ensure client data privacy even in the presence of curious and
potentially adversarial clients.

IV. METHODOLOGY

A. Overview

We propose a privacy-preserving cross-silo FL framework,
MASER (MASking at Each Round). We design a novel
consensus-based model pruning method to reduce the number
of model parameters for encryption and transmission, while
preserving model performance. Figure 1 shows the workflow
of MASER consisting of following steps:
0) Key Generation and Model Initialization. Before the
first FL round, each client generates its key pair and performs
public key aggregation as explained in Section II-B. The FL
aggregation server randomly initializes the model parameters
and sends them to all clients.
1) Model Training. At the beginning of each round, each
client receives the global model from the aggregation server
and trains a model on their local dataset for e local epochs.
2) Magnitude-based Pruning. Once a client completes local
training, it applies MP to the trained model to generate a
local mask for model sparsification. The local mask consists
of binary values, with “1"s indicating that the corresponding
parameters are important and should be preserved and “0"s
indicating that they are not important and can be pruned.
Specifically, the weights with a magnitude greater than a

1More complex consensus protocols might be needed with a majority of
malicious clients

pruning threshold ς and all biases are considered important.
The local mask is then sent to the server for aggregation.
3) Mask Aggregation through Majority Voting. Upon re-
ceiving the masks from all participating clients, the server
employs a majority voting to generate a global mask, in which
“1"s correspond to parameters that are deemed important (i.e.,
voted for) by at least 50% of the clients. This consensus
algorithm offers robustness to malicious clients.
4) Mask Application and Slicing. Each client receives the
global mask from the server and sparsifies their local model
based on the mask. The sparsification filters out the unimpor-
tant parameters and the remaining (important) parameters are
reshaped into lists, named slices. All slices share the same
length, determined by the security parameters.
5) Model Encryption. Clients encrypt their slices using the
aggregated public key pk. These ciphertexts are shared with
the server to perform aggregation using homomorphic addi-
tion, preventing the server from seeing the plaintext version
of the important model parameters.
6) Encrypted Model Aggregation. The server receives the
encrypted slices from all clients and aggregates models using
homomorphic addition in the ciphertext space.
7) Partial Decryption with Client Secret Keys. The aggre-
gated slices are sent back to the clients for partial decryption,
where each client i uses their secret key ski to partially decrypt
the aggregated slices. The result is sent to the server.
8) Model Decryption and Parameter Averaging. The server
receives the partially decrypted ciphertexts for the aggregated
slices and combines them to fully decrypt the aggregated
slices. The fully decrypted slices contain the summation of all
important model weights and biases, which are subsequently
divided by the total number of clients participating in model
training for averaging in plaintext. This process ensures that
neither the server nor any client gains full access to other
clients’ model updates, because a specific client’s update
cannot be inferred from the aggregated result.
9) Model Reconstruction. The decrypted slices only contain
the important weights and biases of the global model. The
server should thus convert the decrypted slices into the shape
of a full model based on the global mask first. MASER
reconstructs the model by placing the elements from the
decrypted slices into their corresponding positions in the
original model while setting the unimportant weights to zero.
The reconstructed global model is then distributed to the
clients for the next round. Although model reconstruction on
the client side can reduce communication costs, we perform it
on the server side to minimize redundant computation and
possibly allow a different set of clients to receive the full
model and participate in the next round. In Section V-C, we
show that this method adds no significant communication cost
as the transmission overhead for the reconstructed model is
negligible compared to the ciphertexts.

B. Model Training and Sparsification

MASER uses MKCKKS-based MKHE [17] to safeguard
the model parameters shared with the aggregation server in
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Algorithm 1: MASER
Data: Secure parameters S, number of clients m, slice size ε, local training

dataset Di, prunning threshold ϑ
Result: Decrypted model parameters ω
Client i Executes:

1 ski, pki ↑ KeyGen(S) // Generate local key pair

2 Send pki to key manager // To aggregate public keys

3 Receive aggregated public key pk: pki ↑ pk
4 for each round t = 1, 2, . . . do
5 Pull aggregated model parameters ωt from the server: ωt

i ↑ ωt

6 for local epoch e = 1, 2, ... do
7 ωt

i ↑ Train(ωt
i , Di) // Update local model

8 Mt
i ↑ MaskGen (ωt

i , ϑ) // Generate mask

9 Send Mt
i to server // To aggregate masks

10 Receive aggregated mask and update local mask: Mt
i ↑ Mt

11 vt
i ↑ Slice(ωt

i ↓ Mt
i , ε) // Apply aggregated

mask and prepare slices

12 ctti ↑ Enc(vt
i , pk) // Encrypt slices using

public key

13 Send ctti to server
14 Receive ctt from server // ctt: aggregated

ciphertext

15 pdt
i ↑ PartialDec(ctt, ski) // Partially decrypt

ctt using secret key

16 Send pdt
i to server

Server Executes :
17 Initialize ω0

18 for each round t = 1, 2, . . . do
19 Send model ωt to client i
20 Receive local mask Mt

i

21 Mt ↑ MaskAgg(Mt
1, · · · ,M

t
m) // Perform mask

aggregation

22 Send Mt to client i
23 Receive ctti from clients // ctti: ciphertext of

slices

24 ctt ↑
∑m

i=1 ctti // Homomorphic parameter

aggregation

25 Send ctt to client i
26 Receive pdt

i from clients // pdti: partially

decrypted ciphertext

27 Q ↑ Merge(pdt
1, · · · , pd

t
m) // Aggregate

partially decrypted ciphertext

28 ωt+1 ↑ Reshape(Decode( Q
m )) // Decode and

reshape Q into plaintext model

FL. In particular, each client i in MASER-based FL first
generates their unique secret key ski and public key pki.
However, MKCKKS-based MKHE is not directly applicable
in FL, because using these public keys for encryption may
lead to privacy leakage during decryption [11]. To mitigate
this, we adopt the key aggregation strategy in xMKCKKS [11].
Concretely, the public keys are aggregated and each client uses
the aggregated key to encrypt. Since ski used for decryption
is withheld by each client, other clients or the server cannot
decrypt the client’s model updates. We employ a trusted key
manager who aggregates the public keys shared by all clients
to generate an aggregated public key pk. The pk is sent to all
clients to replace their unique public key pki (Line 1 to 3 in
Algorithm 1). After the key generation, the server initializes
the model ω0 and establishes a connection with each client to
start the FL training.
Training. MASER supports model training when the data
held by the clients are IID and non-IID. At the beginning
of a training round t, each client i pulls the global model
parameters, denoted as ωt, from the server to update their

local model parameters, denoted as ωti . Then, they train their
local model using their local dataset Di for e local epochs.
MASER follows FedAvg [15] and FedProx [27] to train the
local model ωti , when the clients’ local datasets are IID and
non-IID, respectively. FedProx [27] adds a proximal term to
the local loss function, which helps to manage heterogeneity
in non-IID data by constraining the divergence of each client’s
local model from the global model, thereby promoting better
convergence across diverse datasets [27]. Note that the aggre-
gation of model parameters is performed using homomorphic
operations (Line 4 to 7 in Algorithm 1).
Remark. While our proof-of-concept employs FedAvg and
FedProx for aggregation, it is important to note that other
aggregation rules performing basic arithmetic operations on
client updates (e.g., robust aggregation methods [28], [29]) can
be easily adopted in MASER by substituting these operations
with the equivalent homomorphic operations.
Sparsification. MKHE-based FL performs homomorphic en-
cryption on the trained local model and share the encrypted
models with the server for aggregation. However, homomor-
phic operations are computationally expensive, hence encrypt-
ing and transmitting the entire model would make the overhead
prohibitive. MASER utilizes model sparsification to reduce
the number of parameters for encryption and transmission.
Specifically, it uses MP for sparsification to prune weights
whose magnitudes are not among the top ς percent of all
weights in the model. The not-pruned weights and all bias
terms are considered important parameters. A local mask M t

i

is generated for the model parameterized by ωti trained by
client i, with “1"s indicating important parameters and “0"s
meaning the pruned weights. Since our pruning threshold is
defined as a percentile, the smallest magnitude required for a
parameter to be deemed important is different for each client
and each round of pruning.

In MASER, each client i sends its local masks M t
i to

the server to generate a unified global mask M t, instead of
directly applying M t

i on i’s local model ωti . This ensures that
model sparsification is consistent across all clients, allowing
the server to accurately aggregate the encrypted sparse models.
Without a consistent global mask, the aggregated model would
be misaligned, with different sparsity patterns across clients,
leading to incorrect parameter aggregation. Note that the
server receives the binary masks only, and does not know the
magnitudes of the important parameters.

For each training round, the server generates a global mask
M t by using a majority voting-based aggregation. The server
performs element-wise summation for all local masks, divides
the result by the total number of clients, m, and thresholds it
against 50%. The mask aggregation rule is:

M t(j, k) =

{
1, if 1

m

∑m
i=1 M

t
i (j, k) ⇐ 0.5

0, otherwise
(6)

where t is the index for the current training round, (j, k) is an
index into the local mask M t

i or the global mask M t. A model
parameter is deemed important, i.e., the global mask for it is
“1", when at least 50% of clients had “1" for this parameter
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in their local mask. The global mask M t is shared with all
clients to replace their local mask M t

i . Each client performs
element-wise multiplication of their updated local mask and
the trained local model, i.e., ω̃ti ≃ M t

i ⇒ ωti , where ω̃ti is the
sparsified local model for client i at round t (Line 8 to 10,
Line 20 to 22 in Algorithm 1). Note that our mask aggregation
method helps mitigate a mask poisoning attack by limiting
each client’s contribution on the global mask generation and
enables learning a robust global model that generalizes across
clients with varying data characteristics, benefiting even those
with limited data in cross-silo FL.

C. Parameter Slicing for Efficient Homomorphic Encryption
and Model Aggregation

The amount of data that can be encrypted by the CKKS-
based algorithm (i.e., the number of slots) is determined
by the degree of the polynomial modulus n, where n is a
power of 2. The number of slots is ϱ = n

2 . Therefore, to
efficiently encrypt parameters of the sparsified model, we
propose reshaping and dividing that model into multiple lists
that share the same length of ϱ. We call these lists as slices,
and perform homomorphic encryption and model aggregation
in the ciphertext space per slice. In particular, we prepare
the slices by starting with the model parameters in the first
layer. The number of slices required by the first layer of
model parameters is determined by ⇑ |ω̃(1)|

ε ⇓, where |ω̃(1)| is
the number of important parameters in the first layer. If the
important parameters in the first layer are unable to fully fill
the last slice, the remaining slots in the last slice will be used
to fill the important parameters in the second layer. Hence
a total of ⇑ |ω̃|

ε ⇓ slices will be required to store all important
parameters. Should there be any remaining slots available in
the last slice after filling in all important model parameters,
they will be set to zero. This slicing technique allows effi-
cient utilization of limited slots and encrypting the sparsified
model with a minimum number of homomorphic operations.
After slice preparation, each client performs homomorphic
encryption using their aggregated public key pk for every slice
and shares the encrypted ciphertext for every slice with the
server to perform model aggregation in the ciphertext space.
ctti denotes the ciphertext encrypted by client i at round t
(Line 11 to 13 in Algorithm 1).

Once the server receives the encrypted slices from all clients,
it aggregates models by using homomorphic addition to sum
up the ciphertext for each corresponding slice sent by all
clients. The summed ciphertexts ctt =

∑m
i=1 ct

t
i are sent back

to all clients for partial decryption. Note that we perform
summation in the ciphertext space and defer the averaging
to after the global model is fully decrypted. The averaging
step multiplies the summation of model parameters ctt by 1

m ,
where m is the number of clients in this round. We assume the
server knows m. Performing averaging in plaintext reduces the
computational cost of homomorphic multiplication (Line 23
to 25 of Algorithm 1).

D. Decryption and Model Reconstruction

The decryption of the ciphertext requires clients to perform
partial decryption before the server can fully decrypt the ag-
gregated ciphertext to plaintext [17]. In the partial decryption
phase, each client i receives the aggregated ciphertext ctt from
the server and uses their own secret key ski to decrypt their
own portion in ctt. Let pdti denote the ciphertext partially
decrypted by client i at round t. pdti is sent back to the server
to fully decrypt the ciphertext (Line 14 to 16 in Algorithm 1).
The results after full decryption are the slices summed over
all clients in plaintext. We then divide each element in these
slices by m to obtain the aggregated model consisting of
all important model parameters. The server then reshapes
the important parameters in the slices to obtain the original
shape of the neural network by referring to the position of
the corresponding important parameters in the global mask.
This step is named model reconstruction. Lastly, the fully
decrypted and reshaped model parameters are sent to all clients
to update their local models and to begin the next training
round (Line 26 to 28 in Algorithm 1). Note that the server is
unable to access individual clients’ model updates because the
aggregation process combines all clients’ updates into a single
model update in a way that renders individual contributions
indistinguishable.

V. EXPERIMENTAL ANALYSIS

A. Experimental Setup

Environment. We deployed MASER on two physically sepa-
rated machines located in two datacenters on the same campus
to simulate a real-world FL with network latency. We host all
clients on one machine with an Intel Core i9-9940X CPU, 128
GB RAM, and an NVIDIA GeForce RTX 2080 Ti GPU, and
the server and key manager on the other with an AMD EPYC
7313 CPU and 512 GB RAM. Implementation details are in
Appendix A.
Dataset. We evaluate MASER on two commonly used
datasets, MNIST and CIFAR-10 [7], [14]. We thereby show
its effectiveness across different levels of task complexity. We
simulated a cross-silo FL scenario with 5 clients and perform
25 global training rounds. We divide the training sets into non-
overlapping subsets distributed among clients. For the IID, we
evenly split them among all clients. For the non-IID, we divide
them according to the Dirichlet distribution (ϑ = 1.0) following
prior research [7], [14].
Models. We use a modified LeNet-5 [30] and a modified
Conv8 model (named “ConvNet”) [31] for the MNIST and
CIFAR-10, respectively. We set the modulus degree ϱ for our
MKHE to 8192 and the learning rate to 0.01. We evaluate
the aggregated model on the server side, using the test sets of
MNIST and CIFAR-10 to measure the performance.
Baselines.
• Vanilla FL. We use FedAvg [15] and FedProx [27] in the

IID and non-IID cases for model aggregation, respectively.
Vanilla FL sets the upper bound for model performance with
no privacy-preserving measures.
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Fig. 2: Test accuracy across 25 FL rounds on MNIST

• SKHE-based FL. We choose 3 state-of-art SKHE-based ap-
proaches with different optimizing techniques: FedPHE [7],
BatchCrypt [8], and MaskCrypt [6]. SKHE-based methods
risk privacy due to the shared key among clients unlike the
strong privacy guarantee in MASER.

• FRL [14]. FRL protects privacy by not sharing model pa-
rameters, but is slow to reach comparable accuracy in com-
plex learning tasks. By comparing with FRL, we demon-
strate the effectiveness of MASER in balancing privacy,
model accuracy, and efficiency.

• MKHE-based FL. This baseline excludes MASER’s spar-
sification. By comparing with this, we show that we signif-
icantly reduce the overhead of MKHE-based FL.

• Masking at Initialization (MAIN)-GraSP. MAIN-GraSP
replaces MASER’s sparsification with GraSP [21]. MAIN-
GraSP computes and updates the global mask once at ini-
tialization. By comparing with this, we show that MASER’s
approach of updating the global mask in every round is
necessary for enhanced performance.

B. Performance Evaluation

Figures 2 and 3 show the test accuracy measured across
FL rounds for MASER and the baselines in IID and non-IID
settings on MNIST and CIFAR-10, respectively. MASER and
MAIN-GraSP choose the most important weights based on
a predefined threshold ς. MASER-10% (MAIN-GraSP-10%)
means that 10% of the most important weights are retained
(before majority voting). We selected 10% to show MASER’s
competitive performance by using only 10% of the parameters.
Importantly, we observe that threshold exceeding 5% does
not significantly affect the accuracy. Less aggressive pruning
slightly increases the accuracy with higher overhead (Figure 8
in Appendix B).

Figure 2 shows that all methods except MAIN-GraSP-10%
converge to 95-99% accuracy by round 5 in the IID and
by round 10 in the non-IID on the MNIST. In the IID,
vanilla FL performs the best, reaching 99.37% and MASER-
10% achieves 99.18% accuracy. In the non-IID setting,
vanilla FL and MKHE-based FL perform the best reaching
99.20%, while MASER-10% reaches 99.10%. MAIN-GraSP-
10% shows slower convergence, not reaching comparable per-
formance in the IID and the non-IID by round 25. These results
suggest that MASER-10% shows comparable performance to

Fig. 3: Test accuracy across 25 FL rounds on CIFAR10

Fig. 4: Time overhead for 25 FL rounds on MNIST

the best baselines despite using only a subset of the model
weights for aggregation in both IID and non-IID settings.
The minor difference can be attributed to MASER’s pruning
strategy, where less than 10% (due to majority voting after
keeping 10% of parameters) of the most important parameters
are used for aggregation.

Figure 3 shows that MASER-10% achieves the best accuracy
among all baselines by round 25, 75.63% in the IID and
76.64% in the non-IID on CIFAR-10. MaskCrypt, FedPHE,
FRL, and BatchCrypt perform significantly worse. This in-
dicates limitations in their ability to handle heterogeneous
data distribution in CIFAR-10, when utilizing relatively simple
models such as ConvNet. MAIN-GraSP-10% reaches 74.25%
accuracy in the IID and 72.65% accuracy in the non-IID by
round 25. However, similar to the results on MNIST, MAIN-
GraSP-10% converges much slower than MASER-10%. This
is because MAIN-GraSP prunes a large portion of parameters
at initialization, some of which would be among the important
ones if pruning were delayed, leading to reduced learning
capacity and model performance. In contrast, MASER recalcu-
lates the pruning mask in each round, adapting to the evolving
model. This adaptive approach in MASER allows for more
effective parameter selection and retention, contributing to its
superior performance. Furthermore, these results confirm that
MASER-10% better accommodates changing data patterns,
converges faster, and attains higher accuracy.

C. Overhead Analysis
We restrict our analysis to the MKHE-based FL, considering

their computation and communication costs, as SKHE-based
methods are not directly comparable to the MKHE-based
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Fig. 5: Time overhead for 25 FL rounds on CIFAR-10

FL and MASER. For example, most of them simulate the
server and clients as processes on the same machine, while
we deploy them on two separate machines, incurring extra
communication latency. We run experiments 5 times and report
the average transmission and execution time. The error bar
shows the standard deviation over the 5 runs.

Figures 4 and 5 show the total overhead, measured in
minutes, incurred by various FL strategies in IID and non-
IID settings on MNIST and CIFAR-10, respectively. We break
down the total running time into two parts: data transmission
(hatched) and execution (solid).

The figures show that vanilla FL has the fastest running
time, which is expected as it does not employ encryption,
being vulnerable to privacy attacks. Figure 4 shows that
MKHE-based FL has the highest time overhead on average
on MNIST, ⇔ 58% of which is for data transmission in both
settings. By pruning only 10% of the model weights, MASER-
90% slightly reduces the total run time. Figure 5 shows that
MKHE-based FL and MASER-90% yield the highest total
run time in both settings on CIFAR-10. These results indicate
that homomorphic operations are expensive computationally,
and the encrypted ciphertext inflates data size, drastically
increasing both the execution and data transmission time. In
contrast, MASER-10% drastically reduces the total overhead.
Compared to MKHE-based FL, MASER-10% achieves 3.03↖
reduction in the IID and non-IID settings on MNIST; ⇔ 8 ↖
reductions in the IID and in the non-IID settings, respectively
on CIFAR-10. Importantly, MASER-10% only requires ⇔
1.5↖ and ⇔ 5↖ the total running time of vanilla FL on MNIST
and CIFAR-10, respectively. These results with analysis in
Section V-B show that MASER-10% can maintain model
performance and provide a strong privacy guarantee at the cost
of a slight increase in the communication and computation
overhead compared to vanilla FL. Note that the total overhead
of MASER-10% is almost evenly divided by the transmission
and execution time, meaning that our sparsification technique
successfully minimizes both communication and computation
overhead.

To show how MASER minimizes the overhead, we report
the transmission data size after serialization in megabytes
(MB) at different FL stages for MASER-10% and MASER-
90% in Table I. We consider the size of the serialized local
mask, aggregated global mask, encrypted slices, aggregated

CIFAR-10

MNIST

(0%, 5.6)

(0%, 6.7)(0%, 11.45)

(90%)
MASER

(0%, 5.21)

(ρ=0.9)
MaskCrypt 

image
Original 

(0%, 6.7)(0%, 12.19)(90%, 22.5)

(0%, 5.6)(0%, 8.76)(95%, 16.3)

Vanilla FL
(ρ=0.1)

MaskCrypt 
(10%)

MASER

Fig. 6: Original and reconstructed images via the data recon-
struction attack on the FL model

slices, and the decrypted global model parameters. By serial-
ization, we mean the process of converting complex data struc-
tures, such as client masks, model parameters, and encrypted
ciphertexts, into a format suitable for transmission. In MNIST
with the modified LeNet-5, the impact of the pruning threshold
on the encrypted slice size is minimal due to the model’s
compact size. For both 10% and 90% thresholds, all the
parameters can fit into one slice, resulting in the same size of
the encrypted slice and the aggregated ciphertext. In contrast,
CIFAR-10 with the ConvNet shows a huge difference in the
encrypted data size between the 10% and 90% thresholds. At
the 10% threshold, only one slice is created, resulting in an
encrypted slice size of 62.85 MB and an aggregated ciphertext
size of 188.56 MB. However, at the 90% threshold, the larger
number of parameters requires 10 slices, raising the encrypted
slice size to 633.92 MB and the aggregated ciphertext size to
1901.8 MB. This proportional increase demonstrates how the
number of slices (and thus the encrypted data size) expands
with higher thresholds.

D. Privacy Leakage Analysis
We perform the reconstruction attack in [3] to assess the

privacy leakage from the shared model updates in FL. We
measure the Attack Success Ratio (ASR) and Peak Signal-
to-Noise Ratio (PSNR) of reconstructed images, with higher
values indicating greater privacy leakage [3]. Figure 6 shows
results for MNIST and CIFAR-10 across different FL methods,
including vanilla FL, MaskCrypt with varying encryption
levels φ, and MASER with different pruning thresholds. The
tuple below each reconstructed image indicates the ASR (%)
and PSNR value (in dB).

Vanilla FL shows significant privacy leakage with the high
ASR (95% for MNIST and 90% for CIFAR-10) and high
PSNR (16.3dB for MNIST and 22.5dB for CIFAR-10). In
contrast, MASER-10% and MASER-90% yield strong privacy
protection, having near-zero ASR and low PSNR (5.6dB for
MNIST and 6.7dB for CIFAR-10), leaving no discernible pat-
tern in the reconstructed image. Although MaskCrypt shows
no significant privacy leakage at high encryption levels (e.g.,
φ = 0.9), many unencrypted parameters are exposed at
low encryption levels (e.g., φ = 0.04 shown in Figure 6
of [6]). MASER, however, fully encrypts the sparsified model
parameters, ensuring robustness to the reconstruction attack.
Furthermore, MaskCrypt relies on SKHE, allowing a malicious
client to decrypt the model updates of other clients with a
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TABLE I: Size of the data after serialization (in MB)

Dataset Threshold Per-client mask Global mask Encrypted slices Aggregated slices (enc.) Global model
CIFAR10 (ConvNet) 10% 11.67 23.34 62.85 188.56 23.33
CIFAR10 (ConvNet) 90% 11.67 23.34 633.92 1901.8 23.33
MNIST (modified LeNet-5) 10%, 90% 0.45 0.89 25.14 75.43 0.89

Fig. 7: Test accuracy on MNIST with malicious clients

shared key. In contrast, MASER ensures security due to each
client’s unique keys.

E. Robustness Analysis
Figure 7 shows the robustness of MASER with 20% and 40%
of malicious clients, who sends bogus masks to the server
to compromise the training process. It shows that MASER
consistently maintains high and stable test accuracy throughout
all rounds, showing negligible performance degradation even
when 40% of clients are malicious.

VI. RELATED WORK

We focus on HE-based FL as they are directly related. HE-
based FL protects privacy by allowing the server to compute
directly on encrypted data without decryption [32], [33].
SKHE has been widely used in privacy-preserving FL [6]–
[9]. However, clients share the same keys in SKHE that
can be exploited by malicious clients, making the system
vulnerable [10]. MKHE has recently gained popularity in FL
due to each client’s unique keys enhancing security [10], [11].
However, the existing MKHE-based FL methods lack mech-
anisms to reduce the overhead. This is particularly important
in FL, where maintaining an optimal balance between security
and efficiency is crucial. We navigate this trade-off by ensuring
that the key size remains large enough to guarantee security
while still managing overhead.
Efficient HE. To address the high overhead in HE-based FL,
several optimization methods have been proposed. BatchCrypt
[8] quantizes the model parameters, packs them into smaller
ciphertexts, and processes parameters in groups (or batches).
FedPHE packs and encrypts sparsified model parameters [7].
However, they still incur high costs for large models.
MaskCrypt partially encrypts sensitive model parameters
based on the masks [6]. While it reduces the computational
overhead, the partial encryption may expose certain model
components, leading to potential privacy risks depending on
the chosen thresholds [6]. Importantly, all of these rely on
SKHE, which is vulnerable to a data reconstruction attack
by malicious clients. MASER addresses these issues by com-
bining MKHE with a consensus-based pruning strategy and
a slicing technique. Unlike the prior work training a small

model having a limited learning capability, we prune the
model parameters before encryption, focusing only on the
critical parameters, and reconstruct the original model after
aggregation and decryption. This ensures a balance between
accuracy, efficiency, and privacy.
Communication-Efficient FL. FedMask [34] employs struc-
tured sparse binary masks to improve the efficiency of FL.
While effective in reducing the overhead, such approaches
assume a shared parameter space and overlook privacy con-
cerns. In FRL [14], server and clients exchange only important
rankings of model parameters, which significantly reduces the
communication overhead and improves privacy. However, FRL
is slow to achieve comparable accuracy in complex learning
tasks (Section V-B).

VII. CONCLUSION

MASER is a novel privacy-preserving, cross-silo FL frame-
work integrating MKHE with consensus-based model pruning,
selective encryption, and slicing to safeguard client data from
an HBC server and malicious clients. Our experiments show
that MASER achieves high accuracy, while significantly re-
ducing overhead introduced by privacy-preserving techniques.
These results highlight its potential for real-world deployment,
where both privacy and efficiency are critical. While MASER
was evaluated with the relatively small models due to limited
resources, future work will focus on evaluating across various
datasets and larger architectures to show its generalizability.
Another potential direction includes developing more robust
and adaptive consensus protocols to handle a majority of
malicious clients.
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APPENDIX A
Implementation Details: We implemented MASER on top of
the Flower [35] FL framework, and built the machine learning
models using PyTorch. MASER utilizes MKCKKS as the
MKHE solution [36], but we only found a Golang-based im-
plementation of MKCKKS2. Since a Python-based MKCKKS
library is necessary to integrate with Flower framework and
PyTorch, we implemented a Python wrapper for the Golang-
based MKCKKS library. Specifically, we designed a set of
functions and data structures for the HE-related operations and
used the cgo library to export these functions into a C-style
dynamic link library (DLL). We imported the DLL into Python
and used the ctypes library to convert the corresponding data
structures and functions to Python. Note that cgo does not
support the map data structure used in the Golang implemen-
tation, so we substituted the map data structure with Golang
arrays. Finally, we implemented the public key aggregation
in xMKCKKS [11]. We release our Python-based xMKCKKS
library and MASER code base in the following repository:
https://github.com/sustainable-computing/MASER.

APPENDIX B
Figure 8 shows the test accuracy of MASER across different

pruning levels in IID and Non-IID. Despite the varying levels
of sparsity, the curves remain close, meaning that our pruning
strategy, combined with how we update important parameters,
effectively preserves the important information needed for
learning, even at high levels of sparsity.

Fig. 8: Test accuracy on MNIST with different thresholds

2https://github.com/SNUCP/MKHE-KKLSS
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